
 

Phishing – ServiceDesk - 1 - 

Incident Response Action Card Phishing 

Version:1  

22 December 2022  

1 Scope  
 

1.1  This document applies whenever the security of an ICT system or data is impacted, 
or has the potential to be impacted, by a malicious phishing threat.  

1.2  The action card is intended for use by operational officers, primarily within ICT and 
[response] teams. All ICT individuals who participate within incident response can 
adopt and use this action card where appropriate.  

1.3  The guidance in this action card expands on and must be read in conjunction with the 
internal Council Cyber Security Incident Processes and Procedures. Adherence to 
guidance within both documents is required for effective Incident Response.  

1.4  Any contractual, legal or government regulatory requirements mandating more 
stringent requirements than specified in this action card will supersede the 
requirements of this document. 

2 Baseline Recommendations  
 

2.1 Retain a full audit trail of your actions in order to avoid problems in a criminal 
case.  

2.2  Implement the Triage phase immediately wherever possible.  

2.3  Implement the Triage and Contain phases swiftly in order to avoid further criminal 
damage including system breaches and data loss.  

2.4  Process assets individually through phases in order to avoid undue delays which 
increase the incident severity – i.e. do not wait for full information before taking 
action.  

2.5  Implement the Analysis and Search phases comprehensively in order to avoid 
persistent criminal presence within Council systems.  

2.6  Defer the Recovery phase until the Isolate phase is complete in order to avoid 
persistent criminal presence within Council systems.  

2.7  Regularly update [incident coordinator] on situation in order to avoid undue 
delays which cause the Council to breach legal requirements. 
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